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CCHIT Mission and Milestones

Mission: accelerate the
adoption of robust,
Interoperable health IT

e Reduce the risks of investing in
HIT

 Facilitate interoperability of HIT
products

 Enhance availability of adoption
incentives and regulatory relief

* Ensure that the privacy of personal
health information is protected

Milestones:

e Sept 2004: AHIMA, HIMSS, and the
Alliance partner to launch CCHIT

e June 2005: AAFP, AAP, ACP and
others add $325k funding support

e Sept 2005: CCHIT awarded 3-year,
$7.5M HHS development contract

* May 2006: Ambulatory EHR Criteria
released and approved by
AHIC/HHS

o July 2006: First CCHIT Certifiedsm
Ambulatory EHRs announced

» Oct 2006: HHS officially deems
CCHIT to be a Recognized
Certification Body
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srasuas - CCHIT Role within
:::(:::(:::HIT HHS Health IT Strategy

American Health Information Community
Chaired by HHS Secretary Mike Leauvitt

AHIC Workgroups

Office of the National Coordinator
Project Officers

Strategic Direction +
Breakthrough Use Cases

Standards
Harmonization Harmonized
SOREECOr Standards CCHIT: Certification Accelerated
: Criteria + .
- . adoption of robust,
NHIN Network Compllance Inspection : F')t bl
Prototype Architecture Certification Process intzroperagle,
T - Contractor for EHRs privacy-enhancing
and Networks health
Privacy ealth IT
Privacy/Security Policies

Solutions
Contractor

Governance and Consensus Process Engaging
Public and Private Sector Stakeholders

(AL S 5
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Timeline




EEEEER
EEEEEN
o - |}
:CCHIT  CCHIT Organization
=]
EEEEEE
EEEEEE
. CCHIT Staff e e TR Board of
Trustees Commissioners
. VWoluntesr (Now under development — (21)
transitioning from LLC to 501c)
Chair
-
-l‘#"‘j
Er:muﬁ'l.re# Commencial
Process
Advisory
Workgroup
Certificaion Product
Supporting Staff Development Delivery
And Indusiry Director Sitaff
Ligisons (Prociors &
Im=pectors)
WORK GROUPS
Coordinator Coordinator Coordinator Coordinator
Ambulatony Inpatient Interoperability Security
Functionality Functionality (Ambulatory & (Ambulatory &
{Comprehensive (Quality & Safety Inpatient) Inpatient)
EHR]) Focus) Criteria & Testing Criteria & Testing
Criteria & Testing Criteria & Testing
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- Scope of Work
HHT Under HHS Contract

* Phase | (Oct 05 — Sep 06)

— Develop, pilot test, and assess certification of EHR
products for ambulatory care settings

e Phase Il (Oct 06 — Sep 07)

— Develop, pilot test, and assess certification of EHR
products for inpatient care settings

— Update ambulatory EHR certification
* Phase IIl (Oct 07 — Sep 08)

— Develop, pilot test, and assess certification of
Infrastructure or network components through which
EHRs interoperate

— Update ambulatory and inpatient EHR certification
» Concurrent effort (April 06 — Sep 08)
— Transition to become a self-sustaining organization
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- - Process Timeline for
CCH L, Development of Criteria

2005 2006 2007 2008
@) 1 @ o ' o Q@ o Q) ‘a1 Q2 Q3
~
-] ® N :
{%Oj gJYdeate criteria, roadmap; publish
Ambulatory EHR-< g B ici " Oili<h
Domain (Update pdate inspection process; publis
for 2006-07) ! Pilot test as needed; publish report
3 éy MI comments, apply updated criteria
f 2 W .
é% éfl evelop, publish proposed criteria
Inpatient EHR Develop, publish proposed inspection process
Domain (New '< : :
for 2006-07) ! Pilot test and publish report
3 égj MI comments, begin certification
i
7l | -} 8 _ ) |
Preliminary é% éi!/ vevelop, publish proposed criteria
data-gathering
Network < DFop, publish proposed ins. proc.
Domain lish
(Starts in Pé'test & publish report
2007-08) égj Ynal comments,
- We are here j egin certification
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Certification Criteria




"Access the Documents at
www.cchit.org

: ABOUT | CCHIT'S WORK | MEDIA | EVENTS | SERVICES | SEARCH |
[ ]
" Certification for ‘mation for Information for Resources for
= HIT Move mouse here Healthcare
L Vendors aaor s wen WS ETS Consumers
| |
M1 Overview
Learn about .
Certification | certification s Products: Find CCHIT at  Stay up-to-date
E“Tm'“"‘:"f?’ . - these Events: with CCHIT
Tihﬂol;:rn AN ¢ Denefis ertification Commission
{ CCRIT Ambulatory EHR Irechnology (CCHIT) Nov 7, 2006 Read about new
CCHIT i the recognized ¢ Certification for 2008 |0, - oyr contified developments in
cerfification authority i !:_EH;EE}”"EN':“ th record (EHR) products ambulatory and
andbook i g5 . )
o 2 inpatient electronic
Certification Criteria heatth record (EHR)

% and Process -

: E; f-r...r:.5.1 o Ambutatory Mov &, 2006 certification, including
olunta b ik i L EHR nf regulations and
nitigtive : Becoming Certified 006 zafhrare T deadines,

Y Preparing for CCHIT = opporiunities to

Then click here

Lur megEion 1S 1o Certification v ( participate in CCHIT
accelerate th P How to Apply for i activites and actions
Grheah wuomtios | CCHIT Certification ' by the CCHIT Board of
l=chnoigy Oy creating | Using Certification Mov 8, 2006 Commizsioners
an efficient, credible £ri Ea
g ED
A SN up now
certification Jiew the CCHIT Certified product st 2w past edifions

by product name,
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+ Final Certification Handbkoo)
& Final Self-Altesiation Submession For
+ Download all of the decuments in a sngle Zip file

Applicants are encouraged to famliarize themselves with thiz material

IO

before applyving.

:CCHIT View/Download Documents

e Criteria for 2006 certification:
published May 2006

* New criteria under development for
2007: next publication Nov 2006

Interested in pursuing CCHIT Certification fnm\\/\
developed EHR? S

Flease review the Internally Developed EHR process

Preparing for the certification process
CCHIT has published the following documents for vour review and
preparation:
« Fmal Criteria for Funciionality, Interoperability a ecurity
# Final Te=st Script= . . L.
& Final Cerification Agresment View individual documents
« Fmnal Cerification Handbook
e Addendum for internally Developed EHR
& Final S=if-Afles 1 on Form
* Addiiona Or download All Documents

¢ Download all of the documents in

Applicants are encouraged to famiiarize the ina Smgle ZIp archive

(including Word / Excel source files)

before applying.

5 Steps to Certification

1. Review the Certification
The Handbook provides a program overview , defines product
eligibility describes the inzpection procezs, outlines juror

reguirements and a cumﬂnt process, and provides CCHIT Certified

Handbook.
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CCHIT

Sample Document:
Functionality Criteria

ar

Final Criteria: FUNCTIONALITY
For 2006 Certification of Ambulatory EHRs
Effective May 1, 2006

@ 2006 Tre Cenfiication Comrression for Healthcare information Technology

HNote:
ltems highlighted in yellow are

Provisional for 2006 [see cover letter)

Note columns for current year
and “roadmap” for future years

Criginal ine] WG Category and Description Specific Criteria Source or Pricrities {LM,H) Availability] Compliance
#FPhase | References )
=
[ 3 o
=] -3
§ |5 |2
b sl =z
g - E, % % Discussion | Commenis
g = =| 2|2
elo|s |2 | § %
£13 8 (3 8]elule]E|B |38
HESR AR i RS
1 F [identify and maintain a patient 1. The system sha' create a sngle patient record for (D211 Hl A H H H | H ¥ (
record: Key identfying information  |each patient -
F] is stored and linked {o the patent 2. The system sha associate (storz and fink) key DC.111
record. Both static and dynamic dataidentifier information (e.g.. system ID. medizal record
elements wil be mainiamed. Alook Jnumber) with each patient record. H| H H H H | H K e O
up function uses this information to
3 uniguely identify the patent. 3. The systern sha'l sbore more than ene identfier for  |DC111 For inferoperaility, pracices need o be
each patient record. able o store addiional patient identifiers.
Examples include an (D gensrated by an
Enterprise Master Patient Index, a health
H| H M H W H X olan er insurance subscriber 12, regional
andior naticna patient identfiers iffuhen
such become available.
4 4. The systern sha use key identifying information o |DC.1.1.1
identify (look up) the unigue patient record. H H H H H H X
5 5. The systemn sha provide more than one means of  |DC.1.1.1 Exarnples of identifiers for locking up a
identifying (locking up) a patient. H| H H H H | H X patient include date of birth, phone
number.
[ . The systermn shal provide a field which will identify DC.1.1 Exarmples include patients who arz
patients a5 being exempt from reporting funcions. deceased, fransferred. moved, sesn as
. . . consuits only. Being exempt from resorting
Prov I1ISION al Cr | ter la 5 not the same as de-identifying a patient
X wheo will be included in repoms. De-
ar e | n el I OW dentifying patients for reporting is
y addressed in the "Health record output’
functionality.
7 7. The systemn shall provide the ability to merge patient |0C.1.1.1 If & duplicate chart is created, information
information in @ controlled method when appropriate. X ¥ |coud be merged into cne chart.
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CCHIT

Sample Document:
Security-Reliability Criteria

HCCHIT

Final Criteria: SECURITY & RELIABILITY

For 2006 Certification of Ambulatory EHRs
Effective May 1, 2006

@ 2005 The Certfication Commission for Healthcars Information Technology

Items highlighted in yellow are
Provisional for 2006 (see cover letter)

Hote:

Compliance
5 ]
& ]
o £ = =
Line # WG CE‘:"Q""'“"" Specific Criteria Source or References]| 2 & 2 2
scription 2 f; 5 5
- -%- = - _— 'E
3 3 = e o g
_E = E E E
E ’é = =
% : 3 | 3%
23 3] [ g |
S28 The system shall support protection of integrity of all CC 5FR: FPFT_RCV ¥ X
Protected Health Information (PHI) delivered over the
Internet or other known open networks via SHAT hashing
and an open protocol such as TLS, 550, IPSec, ¥ML digital
signature, or SIMIME or their successors.
S29 The systemn shall support ensuring the authenticity of remote| CC SFR: FPT_RCW Y X
nodes [mutual node authentication) when communicating
Protected Health Information (PHI) over the Intermet or other
kmown open networks using open protocol (2.g. TLS, S5L, s 0 -
IPSec. XML sig. SIMIME). If “Y” appears in Assignable
R1 SR Reliability: The systemn shall generate a backup copy of the application |Canadian: Alberia Y co I umn , th e fu n Ct|0 n can be
Backup / data, security credentials, and log/audit files. 7.3.168 (Security); o
Recavery CC SFR: FOP_ROL. assigned to an external component
FFT_RCV;
HIPAA: 164.210{d){1)
R2 The system restore functionality shall result in a fully Canadian: Albera Y X
operational and secure state. This state shall include the 7.3.18.9 (Security);
restoration of the application data, security credentials, and |CC SFR: FALU_GEM:
logfaudit files to their previous state. SP&00-53: AU-Z2
AUDITABLE EVENTS;
HIPAA: 184.210(d)}1)
R3 If the system claims to be available 24x7 then the system  [Canadian: Albera Y X
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— Sample Document:
Interoperability Criteria

|
H
||

| B

Final Criteria: INTEROPERABILITY

C C For 2006 Certification of Ambulatory EHRs
Effective May 1, 2006

I 2006 The Cerfcation Commisslon for Heakhcare Information Technology

Compllance
|
2 (=
w o | e
(=] = =
Ling & WG EBIEEI}TY and DEBGI‘IP‘HGI’I Spﬂﬂl'ﬂﬂ Critaria Source or Raferances E g !
] - Commants
= = |= =
= & |2 i
S E|ES
] T
— — A —————— — i
1 ] Laboralony and Imaging ecelve [al resUlls (o specilied formafl) — =il ak an X
2 Recelva gE'IE"'Gl Ia:-:-r:‘...ry FesURs uslrg cammon '|'=l:-3t-.l|a",' wihh ELINCS 1.0 or later wersion X CCHIT o 5-=El2|f}' ihe standand,

Inxound Interface apthanallty remowed Impiementation gulde and werslons that

villl b= reguirsd for Inferoparablity
certcation reguiremensts. SCHIT wil
algn cenifcallon witn HITSP standards

recommentations,
3 32nd oroers to lab sysiems HLT V2.5 avall. now: LOIMC t2s naming = Complete order must be definag
avall now, Implementation Gulkde In gay {minimum gataget). Thers Is no good

definition Tor @ minlmum data set for an
arder message

4 | (1} Create ang share seis of digial medical Images managed by DHCOM avall. Now x
PACS (2] cTeale ang Ehare Imaging reporis ke EKGS (3] web HE Crogs-Ent2nprise Image information
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EEEEEERER
Sample Document: Test
HE [
H B
. . ] - ] L}
Scripts (Functionality scenario
EEEEEEE
EEEEEEE
EEEEEEN . . L
EE Certification Commizsion
mE ' ‘ H I I for Healthcare Operational Test Scripts — Version 1.0
e Information Technology
EEEEEER
EEEEEER
Procedure Expected Result Actual Result Pass/Fail Criteria and Reference Comments
10 Record reascns for System accepts reasons O Fass | OFail |F233T  The syster shall provide the abeity to document
visit for visit encouniErs by one or mone of the following means:
T i direct keyboard entry of text structured data entry
* Vision screening utilizing termplates, forms, pick lists or macro
* Hearing screening substition: dictabion with subsequent transcription of
¢  |mmunization woice to tes, either manually or via voice recognition
boosters System.
11 Review required System displays O Pass | @ Fail | F130 The system shall provide the abity i establsn critena
immunization boosters. | immunizations due at this for diszase management, weiness, 3_'.-': preventiva
(If system has already | visit senvices based on patient demographic data (mmimally
displayed notification of DTaP R
notification of | » a
|r:'|5rE ::iiatiﬂl‘li due. this | « 1PV F 1381 The system shall cisplay alers based on estsblished
’ idelines.
step may be omitted. ) »  MMR R . . .
F 180 The systemn shall dentify preventive services, fests or
counselng that are due on an individua patient.
F 192 The systern shall provide the ab™ty wo identify criteria for
disease management, preveniive, and weliness
sanvices based on patient demographic data (age,
gender).
F 195 The system shall provide the abity o nobfy the
prowider that patients are due or ane overdue for
disease management, preveniive, and weliness
SEMICES.
12 Retrisve the current Repaort is displayad that Q Fass | @ Fail | F217  The system shall provide the abrity to generate reporis
immunization record shows summary of Consisting ':fal.{f part of an Ln::lw:ual patiznt's medical
from the EHR. immunizations. Report Ll Tl b T
includes immunization, F228  The system shall create hardeopy and elecironic report
identifier and demographic ' v
information. Fa The systern shall provide the abdity to include
demographic information in reports.
13 Review zllergies in Allergy io penicillin O Pass | QFail |F232  The syster shall capture and store lists of medications
chart indicated and other agents to which the patient has had an
) ’ allergic or other adverse reaction.
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CCHIT

Sample Document: Test
Scripts

(Security scenario)

CCHIT

Certification Commizsion

for Healthcare

Information Technology

Procedure Expected Result Actual Result PassiFail Criteria and Reference Assignable
118 Create one valid User account successfully OFPass | QFail |22 ;"E 5'!'5'39"'_5"ﬂj||1 nclude
- . ocumentation that covers:
_Ic_!.lr!u:'.al urser au:cu.mt_.“ :reated 3_5 per s Methad used to ceate. modly, and
Ais user account wi acumentation provide R R Ay
hawve no administrative | during self-attestation. 55 Thipusystinyimust he bl ferasnorie
rlﬁ_h.is !:u..!'. will have .&.;:-r::rapr:ate privileges ars pemmizzions with 3 Uzer uzng one or
clinical rights. aﬁslgngd. . mare of the followng acsess controls:
If 523 is assigned, ses 1) userbased (access rights assigned
stap 181, fo each user); 2) role-based (users are M_52a
grouped and access rights assigned o
these groups’ or 3) context-based
{roe-based with addtional access
rights assigned or restricted based on
e contexd of the fransaction such as
tmiz-of-day, workstation-‘ocaton,
emengency-mode, efc.)
117 Access the directory of | Directory of clinical QO Pass | O Fail [F213 The ysleny 5"'31] allow authorzed
UsErs. personnel is as in users to update the directry.
procedurs 114 above, and M
updated with addition of
user created in procedurs
116.
118 Show identifisrs At a minimum, the system O Pass | O Fail |F2Z1T  The system shall maintain a directory Mote — if applicant
required for licensed shall maintain a directory which contins identifiers required for cannot show this
linici rt the | of siate medical license ol ol rwloie. o cipcnt e information, the
N NICAE S NS U BRERCH 4 B C practice of medcine induding ata M S i
ractice o [ . I an minimum state medical beense, DEA, may seif-attest to it
P i DEA, MPI and UPIN y self-attest
S numbsar. NP, and UPIMN nurmber. by providing a table
GQ of the directony.
118 L~ %\ Password srength rules O Pass | QFail [S13  ‘When passwords are used. the system
rb,\ @ are setto 8 characters shall support password 5‘_3'Enﬂ1h RS
QO \0 g i that aow for minimum number of -
. ’\0 e\ : L characters, and inclusion of alpha- :
|~ Q\Q * If 5132 is assigned, see numesic complesity.
‘0 '\(\ step 182,
T a®
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- Concept of
EE:C:::(:::HIT Provisional Criteria

* Provisional Criteria are criteria that will be tested for
iInformational or data gathering purposes only in 2006, but
that will not be considered in the Applicant’s certification
results.

— Applicants will be asked to demonstrate or self attest to these items
in 2006.

— CCHIT will evaluate these steps in 2006, but will not consider the
outcome in the Applicant’s certification results.

— CCHIT will gather data from the inspection process to verify that the
criteria are appropriately tested and vetted before including them in
the 2007 certification program.
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i - Concept of
EE:C:::(:::HIT Assignable Criteria

e Applicants may “assign” certain required functionality to a
third party component

— Example: security functions handled by the operating system, such
as screen inactivity time-out

» For Assignable functions, applicants may indicate they are
*assigning” that function

* Applicant must then provide documentation for self-
attestation of Assignable functions.
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CCHIT Certification Program

*\Vendors review criteria and test process,
all published on www.cchit.orqg :

— Criteria for Functionality, Interoperability, Security
— Test Scripts

— Certification Handbook

— Certification Agreement

— Additional Guidance and Clarifications

* Vendors apply, complete documentation
requirements, and receive an inspection date

* Multiple fail-safe mechanisms during inspection
* Appeals process is available
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- Functionality Inspection:
Jury-Observed Demonstration

CCHIT Proctor

L

Juror A
\ (Practicing
physician)

(]
Z—
NS ~ Web conferencing UWQ
\/ / (gotomeeting.com) gy Juror B
\[/@)4\ and concurrent v
;\/\

audio conferencing

Vendor personnel
follow Test Script to
demonstrate system
at the vendor facility

Juror C
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CCH T Security Inspection:

R Demonstration + Self-Attestation
CCHIT
"\ Proctor
o~ )
v _ A
& L
T
e Web conferencing Juror D (IT/Security Expert)
Vendor personnel (gotomeeting.com) also reviews self-attestation
follow Test Script to and concurrent material offline, calls or
demonstrate system audio conferencing emails vendor as needed for
at the vendor facility additional documentation
Juror D
(IT/Security

Expert) © 2006 | Slide 23 | 11/07/2006



CCHIT Certification Schedule

Certification Certification Application Announcement

Year Quarter Window
1st May 3-12, 2006 22 Certifications
Announced
11 Certifications
2006 2nd Aug 1-14, 2006 Announced
Ambulatory
EHRS 3rd Nov 1-14, 2006 Feb 2007
(Now Open)
4th Feb 1-14, 2007 May 2007
2007
Ambulatory and 1st May 1-14, 2007 Aug 2007
Inpatient EHRs
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Summary




:::C::CHIT Summing Up

A public/private Initiative to accelerate the adoption of
robust, interoperable health IT in the USA

e Broad array of stakeholders engage in a consensus-
based process to develop criteria

o Certification is fully operational for Ambulatory EHRS;
additional domains to be added in 2007 and 2008

 CCHIT has been deemed a Recognized Certification
Body by HHS

o CCHIT appreciates the dedication and commitment of
Its more than 100 volunteers and all other participants
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CCHIT

More information: www.cchit.org

ABOUT | CCHIT'S WORK | MEDIA | EVENTS | SERVICES | SEARCH |

Certification for

HIT Physicians

Vendors

Information for

& Providers

Information for
Pavyers
& Purchasers

Resources for
Healthcare
Consumers

Find CCHIT Certified® Products:

On July 18, 2008, the Certification Commis=ion for

Healthcare Information Technology (CCHIT)

announced the first CCHIT Certified Ambulatony

electronic health record (EHR) products.

Ambulatory
EHR

2006

CERTIFIED

View the CCHIT Certified product list
by company name.

or

View the CCHIT Certified product list
by product name.

Find CCHIT at
these Events:

Sept 27, 2006
American Academy
of Family Physicians
2006 Scientific

Az

]
h
=
&

Washington, DC

Oct 10, 2006
American Heaith
Information
lManagement
Asz=ociation 7a8th
Convention, Denver,
co

View all events

Stay up-to-date
with CCHIT

Read about new
developments in
ambulatory and
inpatient electronic
health record (EHR)
certification, including
regulation= and
deadlines,
opportunities to
participate in CCHIT
activities, and actions
by the CCHIT Board of
Commiz=sioners.

Sign up now

View past editions

What's New: hew Commizsioners named MWext Town Call

scheduled on CCHI
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